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(1) N=7%13,a=5,a"! mod N=__  (a$ N [fIRiE¥T).
(2) 7£ Diff-Hellman #4H=2#u il 4, Alice 1 Bob BRINTERE N [JSRiEHF HaZ #3541, Alice A BHIHEAN
N =17, g =5, WhfIRE © = 3, Aalhi%ss Bob MIEEN (N=17,9=_ ,g=5hy = ). Z

Ja iU E] Bob KIFIHIMEEA hg = 10, AN TRES R EH k=
(3) 7£ ElGamal % #4tH, & G N P = 19 W3RIERE, EROT g = 3, HRAFTH 2 = 5, A8+

h=__ . #HE m=3 N y =7, AN EL c=_ . FEL c= (5,6), WAEKL
m=___ .

(4) £ plain RSA B4, £ N =299, AHe=7, 16 o =5 @& m=5M¥LL? . CHo=141
X m =2 MNEL, HHAEE —XNEENEL m = (m #£2),0 =

2. 2T ElGama % KRG E AL S Gen, 35 7 W —ASETH 1-bit N 7% B AN (G, q,9,h),
REA x. T b € {0,1}

(1) & b = 0, WM R R DO TS HFENEL v, 2 € Z,, IFFHE ¢ = ¢¥, 0 := g7. BN (1, ¢2).

(2) & b =1, WEEMRIEI NN y € Z,, I ¢ = g¥,c0 := hY. BN (1, ).
TEEIZ LR A (20 43):

(1) 5 ElGama MN% RS M AL REE Gen, FPHAEREEN G.

(2) 5 HIZINE EIRRARE . AR AT Decsy(Encyy,(b))! = b W RERAE?

(3) UEMI% DDH [n@5¢ T G(Gen WA L) WA, AN KRG 2 CPA %41,

(hard relative to FJAZHRLL R 5E L)

The discrete-logarithm experiment DLog , ;

@ Run G(1") to obtain (G, q,g), where G is a cyclic group of order q
(with |g| = n), and g is a generator of G.

@ Choosen a uniform h € G.

DEFINITION 8.62
We say that the discrete-logarithm problem is hard relative to G if for

@ A is given G, q, g, h, and outputs x € Z,. all PPT algorithms A there exists a negligible function neg/ such that
@ The output of the experiment is defined to be 1 if g¥ = h, and 0
otherwsie. | Pr[DLog 4 g(n) = 1] < negl(n).




3. R A RGN E (IR

The one-time signature experiment Sig—forgejtl'-[me(n):

1. Gen(1™) is run to obtain keys (pk, sk). DEFINITION 12.14  Signature scheme II = (Gen, Sign, Vrfy) is existen-
tially unforgeable under a single-message attack, or is a one-time-secure signature
scheme, if for all probabilistic polynomial-time adversaries A, there exists a
negligible function negl such that:

2. Adversary A is given pk and asks a single query m’ to its
oracle Signg,(-). A then outputs (m, o) with m # m'.

3. The output of the experiment is defined to be 1 if and only if ) Letime
Pr |Sig-fc =1| < I(n).
Virfy i (m, o) = 1. I [ ig-forge 11" (n) ] < negl(n)

THIUEB#E H 2 H A K2 (one-way function), A4 W NGRS R E BRI Z AR (20 47
[ =1 BEOLAT AAS 2 —H53 70 50

, 7T HFIE

CONSTRUCTION 12.15

Let H : {0,1}" — {0,1}" be a function. Construct a signature scheme
for messages of length £ = £(n) as follows:

e Gen: on input 1", proceed as follows for i € {1,...,¢}:
1. Choose uniform z;0,zi,1 € {0, 1}".
2. Compute yi0 := H(xip) and yi,1 := H(wi1).
The public key pk and the private key sk are

pk = (y1,n Y20 - yz,n) ok — (5!?1,0 2,0 " L"z,n) )
Y1 Y21 v Yol Ti1 T21 - T
e Sign: on input a private key sk as above and a message m € {0,1}*

with m = my - - - my, output the signature (1m,. ..., Te,m,).

e Vrfy: on input a public key pk as above, a message m € {0,1}*
with m = mq - - - my, and a signature o = (z1,...,2), output 1 if
and only if H(x;) = yim,; forall 1 <i </Z



4. B p MIRERE 27, Kb p=2¢+1 Hp,  WEEH A G={recZ;:Iyec Z;,y* = z}(25
).

(1) WEIER] G fE8E p JRyk N A elE, 1H5EES G IR/ |G

(2) IEWIXS he ZF, h e G M T k9 =1 mod p.

(3) THIEW] decisional Diffie-Hellman R&FE Z% HA AL,

N



5. W R4 11 2 —MINE 1-bit 528K AHINE RS, W HEHERRE Gen MNLZEZHN 10
I, 2N BE R E SN [(n). WEIEW] (15 71):
#i 1152 CPA %42, MXHMER W ¢, AEBERE N, XM n > N,l(n) > clogn.



